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Chinese threat actors were found targeting critical organizations by deploying ShadowPad Malware in
their ongoing cyberespionage campaigns.

Severity: High

Date: February 22, 2022

REMEDIATION

1. Block the threat indicators at their respective controls.

2. Ensure Microsoft Windows Workstations, Microsoft Exchange Server and Microsoft IIS Server are updated with the latest security
patches.

3. Do not click on links or download untrusted email attachments coming from unknown email addresses.

4. Ensure Domain Accounts follows the least privilege principle and ensure Two-Factor authentication is enabled on all Business Email
Accounts.

5. Ensure to enforce Two-Factor authentication for VPN clients prior to connecting to Organization's Resources through a VPN tunnel.
6. Ensure VPN client software and VPN servers are patched with the latest security updates released by the vendor.

7. Keep all systems and software updated to the latest patched versions.

8. Search for a subdirectory within C:\ProgramData, C:\Users\<username>\Roaming, or C:\Program Files that contain a legitimate
executable (likely renamed) and one of the known ShadowPad DLL loader filenames (mscoree.dll, hpghvsei.dll, secur32.dll, tosbtkbd.dll,
log.dll, iviewers.dll) to identify possible ShadowPad compromise.

9. Hunt for a Windows service that launches the legitimate executable from the subdirectory containing the legitimate executable and
one of the known ShadowPad DLL loaders to identify possible ShadowPad compromise.

10. When possible, include hash values in manifest files to help prevent side-loading of malicious libraries.

11. Ensure Remote Desktop (RDP), Remote Procedure Call (RPC), and Virtual Network Computing (VNC) Services are strictly isolated
from the internet-facing cloud or on-premise IT infrastructure. And ensure these remote services are only allowed through VPN tunnels.
12. Ensure that unnecessary ports and services are closed to prevent the risk of discovery and potential exploitation.

DOMAINS IP’s

goest[.Jmrbonus[.Jcom 47.56.228[.189
phiinoc[.]Jdnsdyn[.]net 5.188.33[.]106
stratorpriv[.]lubni23[.Jcom 139.180.141[.]16
rolesnews[.Jcom

tiOwddsnv[.Jwikimedia[.]vip

yiij4bpade[.]nslookupl.]club

Live[.]Jmusicweb[.]xyz

Obol.]Jvideocenter][.]org

Teamview[.]Microsoft[.Jmsgloca

Imicro[.]Jcom

Ts[.]ekaldhfl[.]club

READ

e ShadowPad Malware Analysis
e ShadowPad Modular Malware Platform Used by Chinese Hackers in High-profile Attacks
Researchers Link ShadowPad Malware Attacks to Chinese Ministry and PLA



https://www.secureworks.com/research/shadowpad-malware-analysis#:~:text=see%20Figure%205
https://www.secureworks.com/research/shadowpad-malware-analysis#:~:text=see%20Figure%206
https://www.secureworks.com/research/shadowpad-malware-analysis
https://gbhackers.com/shadowpad-modular-malware/
https://thehackernews.com/2022/02/researchers-link-shadowpad-malware.html
https://thehackernews.com/2022/02/researchers-link-shadowpad-malware.html
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Chinese threat actors were found targeting critical organizations by deploying ShadowPad Malware in
their ongoing cyberespionage campaigns.

Severity: High

Date: February 22, 2022
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Another Critical RCE bug (CVE-2022-24087) impacted Adobe Commerce and Magento Platforms.

Severity: Critical

Date: February 18, 2022

BUSINESS IMPACT

Successful exploitation of this the vulnerability
allows a remote attacker to execute arbitrary code,
inject digital skimmer, steal sensitive payment
information, and completely compromise a
vulnerable system.

RECOMMENDATIONS

1. Ensure to Adobe Commerce and Magento
Open Source products to latest security patches.

(Patch installation instructions - )

2. Monitor and Scan your Magento sites using
Adobe's Magento Security Scan -

INTRODUCTION

Adobe has addressed another critical Magento Zero-Day Vulnerability (CVE-2022-
24087) that impacts Adobe Commerce and Magento Open Source products. It's a
pre-authenticated remote code execution vulnerability that allows a remote
attacker to execute arbitrary code and may result in the complete compromise of
a vulnerable system.

The vulnerability exists due to improper input validation. A remote attacker can
send a specially crafted request to the application and execute arbitrary code on
the target system.

According to the researchers’ estimations, there are more than 17,000 vulnerable
websites, some of them from “major businesses.”

The security bugs pose a potential risk of Magecart attacks, financial data theft,

fraudulent transactions and financial harm, and full access to the target system
with web-server privileges.

CVSS score: 9.8

AFFECTED PRODUCT

o Adobe Commerce 2.4.3-p1 and earlier versions, 2.3.7-p2 and earlier
versions.

¢ Magento Open Source 2.4.3-p1 and earlier versions, 2.3.7-p2 and earlier
versions.

Note: Adobe Commerce and Magento Open Source versions 2.3.0 to 2.3.3 are not
affected.

READ

Another Critical RCE Discovered in Adobe Commerce and Magento Platforms
Researchers create exploit for critical Magento bug, Adobe updates advisory
Security update available for Adobe Commerce | APSB22-12


https://helpx.adobe.com/security/products/magento/apsb22-12.html
https://helpx.adobe.com/security/products/magento/apsb22-12.html
https://www.bleepingcomputer.com/news/security/researchers-create-exploit-for-critical-magento-bug-adobe-updates-advisory/#:~:text=According%20to%20the%20researchers%E2%80%99%20estimations
https://thehackernews.com/2022/02/another-critical-rce-discovered-in.html
https://www.bleepingcomputer.com/news/security/researchers-create-exploit-for-critical-magento-bug-adobe-updates-advisory/
https://helpx.adobe.com/security/products/magento/apsb22-12.html
https://helpx.adobe.com/security/products/magento/apsb22-12.html
https://support.magento.com/hc/en-us/articles/360028367731
https://docs.magento.com/user-guide/magento/security-scan.html
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A high-severity security bug (CVE-2022-20653) could allow attackers to crash Cisco ESA

devices

Severity: High

Date: February 18, 2022

BUSINESS IMPACT

Successful exploitation of this vulnerability allows a
remote attacker to launch continuous DoS

attacks and cause the device to become completely
unavailable,resulting in a persistent DoS condition.

RECOMMENDATIONS

1. Ensure to update vulnerable Cisco AsyncOS
Software to release.

WORKAROUND

1. Customers may configure bounce messages from
Cisco ESA instead of from downstream dependent
mail servers to prevent exploitation of this
vulnerability.

(Note: Any workaround or mitigation that is
implemented may negatively impact the
functionality or performance of their network based
on intrinsic customer deployment scenarios and
limitations. Customers should not deploy any
workarounds or mitigations before first evaluating
the applicability to their own environment and any
impact to such environment.)

INTRODUCTION

Cisco has addressed a high-severity security bug (CVE-2022-20653) in its Email
Security Appliance (ESA) that could result in a denial-of-service (DoS) condition
on an affected device.

The vulnerability exists in the DNS-based Authentication of Named Entities
(DANE) email verification component of Cisco AsyncOS Software for Cisco Email
Security Appliance (ESA). The security flaw is due to insufficient error handling in
DNS name resolution by the affected software. A remote non-authenticated
attacker could exploit this vulnerability by sending specially crafted email
messages to the affected device and performing a denial of service (DoS) attack.

CVSS score: 7.5

AFFECTED PRODUCT

e The vulnerability affects Cisco ESA devices running a vulnerable releases of
Cisco AsyncOS Software with the DANE feature enabled and with the
downstream mail servers configured to send bounce messages.

Vulnerable Cisco AsyncOS Software releases: 12.5 and earlier, 13.0, 13.5, 14.0

Note: Devices without the DANE feature enabled are not affected.

(To determine whether DANE is configured, check the web Ul page Mail Policies >
Destination Controls > Add Destination and verify whether the DANE Support
option is enabled.)

READ

e Specially crafted emails could crash Cisco ESA devices


https://nvd.nist.gov/vuln/detail/CVE-2022-20653
https://securityaffairs.co/wordpress/128131/hacking/cisco-esa-dos.html
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-esa-dos-MxZvGtgU
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-esa-dos-MxZvGtgU
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-esa-dos-MxZvGtgU#fs
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TA2541 threat actor group targeting aviation and other sensitive industries with various RAT’s

Severity: High

Date: February 17, 2022

REMEDIATION

1. Block the threat indicators at their respective controls.

2. Ensure Microsoft Windows Workstations, Microsoft Exchange Server and Microsoft |IS Server are updated with the latest security
patches.

3. Do not click on links or download untrusted email attachments coming from unknown email addresses.

4. Inspect the sender email address in the header to ensure the address matches with the purported sender.

5. Ensure Domain Accounts follows the least privilege principle and ensure Two-Factor authentication is enabled on all Business Email
Accounts.

6. Ensure to enforce Two-Factor authentication for VPN clients, prior to connecting to Organization's Resources through a VPN tunnel.
7. Ensure VPN client software and VPN servers are patched with the latest security updates released by the vendor.

8. Keep all systems and software updated to the latest patched versions.

9. When possible, include hash values in manifest files to help prevent side-loading of malicious libraries.

10. Set PowerShell execution policy to execute only signed scripts. The change in policy on a system may be a way to detect malicious
use of PowerShell.

11. Kindly enable deep inspection for outbound FTP and HTTP traffic passing through Web Application Firewall (WAF).

12. Ensure Remote Desktop (RDP), Remote Procedure Call (RPC), and Virtual Network Computing (VNC) Services are strictly isolated
from the internet-facing cloud or on-premise IT infrastructure. And ensure these remote services are only allowed through VPN tunnels.
13. Educate employees about phishing attacks and use effective email filtering techniques from external sources.

14. Disable Windows Script Host, this will prevent users from running any scripts (including VBScript and JScript scripts) that rely on
WSH.

15. Monitor for Scheduled Tasks creation in the following paths: C:\Users\[User]\AppData\Local\Temp\tmp7CF8.tmp and C:\Users\
[User\AppData\Roaming\xubntzl.txt to detect the threat activity.

16. Ensure that unnecessary ports and services are closed to prevent the risk of discovery and potential exploitation.

DOMAINS

tq744[.]publicvm[.]Jcom
e29%raval.]Jddns[.]net
bodmas01[.]zapto[.]org
akconsult[.]Jddns[.]net

joelthomas|.]linkpc[.Jnet
rick63[.]Jpublicvm[.Jcom
hOpe[.]ddns[.]net
kimjoy[.]Jddns[.]net

bigdipsOn[.]Jpublicvm[.Jcom
grace5321[.]publicvm[.]Jcom

READ

e TA2541: APT Has Been Shooting RATs at Aviation for Years
e Charting TA2541's Flight



https://threatpost.com/ta2541-apt-rats-aviation/178422/
https://www.proofpoint.com/us/blog/threat-insight/charting-ta2541s-flight
https://www.proofpoint.com/us/blog/threat-insight/charting-ta2541s-flight
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TA2541 threat actor group targeting aviation and other sensitive industries with various RAT’s

Severity: High

Date: February 17, 2022
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Security Patch Advisory

14th February to 22nd February | Trac- ID:N1122.02.0.3

Severity Matrix

L M H

Low Medium | High Critical

ORACLE

TECHNOLOGIES ADVISORIES AFFECTED PRODUCTS RECOMMENDATION
5 USN-5284-1: e Ubuntu 21.10 )
g Ubuntu Linux Firefox « Ubuntu 20.04 LTS Kindly update to
S vulnerabilities + Ubuntu 18.04 LTS fixed version
RED HAT
TECHNOLOGIES ADVISORIES AFFECTED PRODUCTS RECOMMENDATION
= e Red Hat Enterprise Linux for x86_64 8
'S RHSA-2022:0510 - .
f'.-p Red Hat - Securit x86_64 Kindly update to
g Enterprise Linux Ad—'y e Red Hat Enterprise Linux for ARM 64 8 fixed version
N Advisory aarché64
[y
5 Red Hat RHSAS-202?t.0530 ¢ Red Hat Enterprise Linux Server - AUS Kindly update to
e Enterprise Linux &){ 7.3 x86_64 fixed version
N Advisory



https://ubuntu.com/security/notices/USN-5284-1
https://ubuntu.com/security/notices/USN-5284-1
https://ubuntu.com/security/notices/USN-5284-1
https://ubuntu.com/security/notices/USN-5284-1
https://ubuntu.com/security/notices/USN-5284-1
https://access.redhat.com/errata/RHSA-2022:0510
https://access.redhat.com/errata/RHSA-2022:0510
https://access.redhat.com/errata/RHSA-2022:0510
https://access.redhat.com/errata/RHSA-2022:0530
https://access.redhat.com/errata/RHSA-2022:0530
https://access.redhat.com/errata/RHSA-2022:0530
https://access.redhat.com/articles/11258
https://access.redhat.com/articles/11258
https://access.redhat.com/articles/11258
https://access.redhat.com/articles/11258
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Security Patch Advisory
14th February to 22nd February | Trac- ID:N1122.02.0.3

Severity Matrix

L M H

Low Medium | High Critical

ORACLE
TECHNOLOGIES ADVISORIES AFFECTED PRODUCTS RECOMMENDATION
- ELSA-2022-9148
IS -
n . M = Oracle Linux 7 (aarch64) Kindly update to
o Oracle Linux Enterprise
el e = Oracle Linux 8 (x86_64) fixed version
S kernel-container
security update
[N
N ELSA-2022-0510 . .
s . . . e Oracle Linux 8 (x86_64) Kindly update to
s Oracle Linux - firefox security . - -
o e Oracle Linux 8 (x86_64) fixed version
N update E—

CENTOS

TECHNOLOGIES ADVISORIES AFFECTED PRODUCTS RECOMMENDATION

o . CentOS alert Kindl date t
; CentOSLinux | cEsp-2022:0514 - CentOS 7 (x86_64) melrupcate to
8:- (firefox) fixed version
N NS IDA)

N



https://linux.oracle.com/errata/ELSA-2022-9148.html
https://linux.oracle.com/errata/ELSA-2022-9148.html
https://linux.oracle.com/errata/ELSA-2022-9148.html
https://linux.oracle.com/errata/ELSA-2022-9148.html
https://linux.oracle.com/errata/ELSA-2022-9148.html
https://linux.oracle.com/errata/ELSA-2022-9148.html
https://linux.oracle.com/errata/ELSA-2022-0510.html
https://linux.oracle.com/errata/ELSA-2022-0510.html
https://linux.oracle.com/errata/ELSA-2022-0510.html
https://linux.oracle.com/errata/ELSA-2022-9148.html
https://linux.oracle.com/errata/ELSA-2022-9148.html
https://linux.oracle.com/errata/ELSA-2022-9148.html
https://linux.oracle.com/errata/ELSA-2022-0510.html
https://linux.oracle.com/errata/ELSA-2022-0510.html
https://lwn.net/Articles/884950/
https://lwn.net/Articles/884950/
https://lwn.net/Articles/884950/
https://access.redhat.com/errata/RHSA-2022:0514
https://access.redhat.com/errata/RHSA-2022:0514

